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1.	  INTRODUCTION	  

This	  presenta5on	  describes	  the	  research	  about	  
how	  to	  delegate	  as	  much	  work	  as	  possible	  to	  

the	  machine,	  using	  Network	  Administrators	  as	  
knowledge	  engineers	  who	  teach	  

the	  machine	  how	  it	  should	  perform	  its	  work.	  
The	  approach	  presented	  here	  is	  

based	  on	  Intelligent	  Autonomous	  Agents.	  
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2.	  DESIRED	  FEATURES	  

• Objec5ve:	  Develop	  a	  decentralized	  computer	  
network	  management	  pladorm	  with	  concepts	  
from	  distributed	  ar5ficial	  intelligence	  
• Guidelines:	  High	  degree	  of	  adaptability,	  
mobility,	  module	  reusability,	  self-‐genera5on	  
and	  environmental	  plas5city.	  
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2.	  DESIRED	  FEATURES	  

• From	  the	  guidelines,	  were	  inferred	  seven	  
“commandments”	  
• Agents	  must	  be	  truly	  “autonomous”:	  any	  agents	  
must	  be	  able	  to	  control	  itself	  and	  its	  own	  ac5ons	  
• Agents	  should	  be	  “goal-‐driven”	  and	  “rule	  based”:	  
A	  set	  of	  rules	  cons5tutes	  the	  knowledge	  base	  for	  
any	  administra5on,	  and	  “goals”	  are	  the	  
mo5va5ons	  that	  the	  agents	  have	  to	  work	  with.	  
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2.	  DESIRED	  FEATURES	  

• From	  the	  guidelines,	  were	  inferred	  seven	  
“commandments”	  
• The	  Agent	  environment	  must	  behave	  as	  a	  “global	  
knowledge	  base”:	  each	  data	  item	  or	  item	  of	  
informa5on	  stored	  by	  one	  agent	  is	  “sharable”	  
throughout	  the	  whole	  system	  (with	  other	  agents).	  
• Agents	  should	  be	  capable	  of	  learning	  new	  skills:	  
From	  other	  agents,	  the	  community	  of	  agents,	  the	  
global	  community	  or	  human	  beings.	  These	  new	  
rules	  should	  be	  dynamically	  stored	  in	  Agent’s	  local	  
knowledge	  databases.	  	  INE5619-‐06238	  OCTOBER	  9TH	   7	  



2.	  DESIRED	  FEATURES	  

• From	  the	  guidelines,	  were	  inferred	  seven	  
“commandments”	  
• Agents	  should	  be	  self-‐genera5ng:	  They	  should	  
adapt	  themselves	  to	  new	  environments	  and	  
generate	  sub-‐sets	  of	  their	  own	  characteris5cs	  
crea5ng	  new	  elements	  for	  new	  problems.	  The	  
goal	  is	  to	  reduce	  human	  interac5on	  as	  much	  as	  
possible.	  

OCTOBER	  9TH	   INE5619-‐06238	   8	  



2.	  DESIRED	  FEATURES	  

• From	  the	  guidelines,	  were	  inferred	  seven	  
“commandments”	  
• They	  should	  interface	  with	  commercial	  solu5ons	  
using	  standard	  protocols:	  This	  means	  that	  Agents	  
should	  know	  how	  to	  interact	  with	  well	  known	  
protocols	  such	  as	  SNMP	  and	  CMIP	  and	  how	  to	  
interact	  with	  other	  exis5ng	  management	  systems.	  	  
• Agents	  should	  have	  a	  human-‐friendly	  interface:	  
The	  friendly	  interface	  between	  humans	  and	  
machines	  is	  a	  natural-‐language-‐like	  protocol.	  
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3.	  INTELLIGENT	  AUTONOMOUS	  
AGENTS	  

• Autonomous	  Agent:	  as	  any	  soiware	  that	  
assists	  people	  and	  acts	  on	  their	  behalf.	  	  

• Example:	  in	  Network	  Management,	  
Autonomous	  Agents	  could	  help	  in	  automa5ng	  
repe55ve	  tasks,	  remembering	  rules	  that	  users	  
frequently	  forget	  and	  summarizing	  complex	  
data	  in	  understandable	  human-‐friendly	  
reports	  or	  alerts.	  
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3.	  INTELLIGENT	  AUTONOMOUS	  
AGENTS	  

Framework	  for	  a	  Generic	  Agent	  
	  

• INFERENCE	  module:	  	  which	  implements	  the	  
Rule	  Deduc5on	  Engine	  and	  also	  stores	  the	  
knowledge	  database.	  In	  future	  systems,	  it	  will	  
hold	  the	  Ar5ficial	  Neural	  Network	  part	  that	  is	  
nowadays	  separated	  in	  customized	  Neural	  
Agents.	  
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3.	  INTELLIGENT	  AUTONOMOUS	  
AGENTS	  

Framework	  for	  a	  Generic	  Agent	  
	  
• INTERACTION	  module,	  which	  performs	  the	  
interface	  between	  the	  agent	  and	  the	  
environment.	  
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3.	  INTELLIGENT	  AUTONOMOUS	  
AGENTS	  

Framework	  for	  a	  Generic	  Agent	  
	  
• COMMUNICATION	  module	  ,	  which	  
implements	  the	  message	  exchange	  
procedures	  between	  agents.	  Communica5ons	  
are	  implemented	  by	  means	  of	  Knowledge	  
Query	  and	  Manipula5on	  Language	  (KQML)	  
[10],	  which	  was	  chosen	  due	  to	  its	  strong	  
commitment	  to	  agent	  applica5ons.	  	  
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3.	  INTELLIGENT	  AUTONOMOUS	  
AGENTS	  
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4.	  NETWORK	  MANAGEMENT	  AND	  
AUTONOMOUS	  AGENTS	  

• A	  common	  network	  management	  provides	  a	  
workflow	  like	  this:	  

• Data>	  -‐>Reports	  -‐>	  decisions	  -‐>	  ac5ons	  
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• AgP:	  Collector	  Agent	  

• AgM:	  Manager	  Agent	  

• AgI:	  Interface	  Agent	  

• AgF:	  Facilitator	  Agent	  

4.	  AUTONOMOUS	  AGENTS	  
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• Retrieves	   data	   from	   devices	   and	   saves	   this	  
informa5on	  on	  local	  knowledge	  databases;	  

	  
• “Knowledge”	   kept	   and	   processed	   locally,	  
“shared”	   through	   the	   Agents	   Communica5on	  
module;	  	  
• Most	   important	   part	   :	   Collec5ng	   Data	   is	  
implemented	   by	   special	   knowledge	   rules	  
loaded	  inside	  knowledge	  database;	  

• AgF:	  Facilitator	  Agent	  

4.	  DATA	  COLLECTION	  AGENTS	  (AgP)	  
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• Func5ons:	  Responsible	  for	  the	  organiza5on	  of	  
opera5on	   between	   agents	   of	   the	   same	  

community.	   They	   can	   implement	   a	   higher	  

level	   of	   data	   analyses	   based	   on	   shared	  

knowledge	   (data)	   coming	   from	   	   different	  

Collector	   Agents	   and	   coordinate	   	   mul5ple	  

Data	  Collector	  Agents.	  

4.	  MANAGEMENT	  AGENTS(AgM)	  
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Agents	  for	  Network	  Management:	  
	  
• Data	  Analyzers:	  analyze	  data	  derived	   from	  different	  
knowledge	  bases;	  
• Data	   Consolidators:	   combine	   or	   correlate	   data	  
coming	  from	  dis5nct	  Data	  Collector	  Agents,	  
• Future	   Value	   Predictors:	  Neural	   Network	   structures	  
for	  Time	  Series	  Predic5on;	  
• Value	  Classifiers:	  data	  classifica5on	  in	  scales,	  instead	  
of	  linear	  values.	  

4.	  MANAGEMENT	  AGENTS(AgM)	  
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•  	  Bridge	  between	  the	  Agent	  Communi5es	  and	  
human	  managers;	  

• E-‐mail,	  terminal-‐like	  and	  Web	  Interfaces;	  

• The	  use	  of	  appropriate	  Interface	  type	  depends	  
on	   the	   kind	   of	   data	   output	   the	   manager	  
needs;	  

4.	  INTERFACE	  AGENTS(AgL)	  
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•  	  Are	  agents	  needed	  in	  an	  Agent	  community	  to	  
work	  as	  brokers	  for	  the	  informa5on	  exchange	  
process;	  

• Useful	  for	  data	  exchanging;	  

• Examples	   :	   List	   of	   available	   service	   names,	  
rou5ng,	  media5on	  and	  transla5on;	  

4.	  FACILITATOR	  AGENTS(AgF)	  

INE5619-‐06238	  OCTOBER	  9TH	   21	  



5.	  IMPLEMENTATION	  

• -‐Implementa5on	  
• -‐Detail	  for	  inference	  module	  
• -‐Data	  Collector	  Internal	  Knowledge	  Base	  

OCTOBER	  9TH	   INE5619-‐06238	   22	  



OCTOBER	  9TH	   INE5619-‐06238	   23	  



OCTOBER	  9TH	   INE5619-‐06238	   24	  



OCTOBER	  9TH	   25	  



6.	  CONCLUSION	  

Autonomous	  Agents	   for	  Network	  Management	  

are	   s5ll	   being	   discovered,	   and	   the	   possibili5es	  

to	   explore	   actually	   Agent	   technology	   are	  

countless.	  	  
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