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Abstract—The prices decreasing of wireless devices create
a tendency to increase the use of wireless routers anywhere.
So, it is important to have a basic security level of encryption
protocols. This paper focuses in doing penetration tests with
an attack that compares the encrypted password of a wireless
router with a file that contains an alphanumeric dictionary
with the use of a Linux distribution, BackTrack, that has a
collection of security and forensics tools. This paper shows
penetration practical tests in WEP and WPA/WPA2 protocols,
how these protocols are broken with simple attacks and it is
implemented a code script that classifies the most vulnerable
access point protocol to help the networks administrators to
protect their networks.
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I. INTRODUCTION
Wireless network is a technology that has brought much

convenience for anyone who works with notebook or even
access the Internet through mobile and smartphones. Two
current concerns about the mobile devices are: power con-
sumption [1] and security protocols. So, it is necessary
to know that there is a lot of security behind a wireless
network, because with little knowledge a person can access
the internet through a wireless router who do not have
adequate security to prevent that hackers or even people
who have a basic understanding of networks, easily access
the encryption protocols of wireless networks and thereby
achieve not only the connection to the Internet but also the
possession of machine in which the network is connected.

There are protocols in which prevent that the hackers can
break into a network, among them there: Wired Equivalent
Privacy (WEP) [2], Protected Access (WPA) [2] and Wi-
Fi Protected Access 2 (WPA2) [2], the range of security
professionals [3, 4] who report that uses WEP is not secure,
due to the reason that it leaves gaps as time and it is much
easier to be broken by a hacker access. Already securities
made by the WPA and WPA2 are stronger and are more rare
[5] cases in which the invaders achieve success.

Many softwares works to discovery wireless passwords
using different kinds of spy softwares, between these soft-
wares are: Kismet [6], aircrack/airodump [7] and airmon

[7], but all these tool can be found together in a Linux
distribution called Backtrack [8], that is focused on security
testing and penetration testing (pen tests), much appreciated
by hackers and security analysts, and can be started directly
from CD (without install disk), removable media (pen drive),
virtual machines or directly on the hard disk.

Some papers [9, 10, 11, 12] have already studied a lot
of security aspects, but not show in details of experimental
practices the operating behind a tool for wireless discovery.
This paper differs from others in the kind of approach
because this is not only dedicated to describe the meth-
ods to break encryption protocols, but it is also intended
to show a complete practical experimental through Open
Source tools that they come packaged in a Linux distribution
called BackTrack that it have been widely used by network
administrators and security researchers in testing wireless
networking. Another contribution is the implementation of
a code script that classifies the most vulnerable access point
protocol to help the networks administrators to protect their
networks, so if a vulnerable access point protocol is used in
the network the administrator knows that this protocol must
be changed to a stronger one.

This paper is organized as follows. After this Introduction,
Section II presents a brief theoretical revision; Section III
describes the experimental results; Section IV concludes the
paper and proposes some future work.

II. THEORETICAL REVIEW

In this section it will be analyzed the main and most
commonly used encryption protocols in a wireless network.

A. Wired Equivalent Privacy (WEP)

The WEP stands for Wired Equivalent Privacy, and was
introduced in an attempt to provide security during the
authentication process, security and reliability for commu-
nication between wireless devices.

The WEP is part of the IEEE 802.11 [13] standard (ratified
in September 1999), and is a protocol that was used to
protect wireless networks of the type Wi-Fi.



If a user activates WEP, the network adapter encodes
the data packet (header and body) of each IEEE 802.11
frame before transmission using a wrench that should be
configured in an Access Point, and makes the decoding upon
receipt of the frame. WEP only encrypts data between IEEE
802.11 stations. Once data has been received, WEP is no
longer applied.

As part of the encryption process, WEP prepares for a
key by concatenating the shared key configured by the user
with an initialization vector. The initialization vector is used
to prolong the life of the key, since the transmission can be
done with a different element, generating pseudo-random
keys more complex. The packages also include a field WEP
integrity check. The Integrity Check Value (ICV) is an
integrity validation that the receiving station recalculates and
compares with the one sent by the transmitter to determine
whether the data have undergone any change during your
trip in the air. If the receiving station to compute an ICV
that does not match the value in the frame, it can reject the
package, or alert the user.

WEP shared key specifies the fixed 40 or 64 bits to encrypt
and decrypt the data. Some vendors also include 128-bit keys
(known as WEP2) in their products. With WEP, the receiving
station must use the same key for decryption. Each Network
Interface Card (NIC) and access point, then, must be ma-
nually configured with the same key. Before forwarding the
case, WEP combines the key with the data packet and the
ICV by an Exclusive Or Binary, which produces encoded
data. WEP includes the initialization vector is not encoded
within the initial bytes of the body frame. The receiving
station uses this Initialization Vector along with the shared
key configured to decrypt the package body.

In most cases, the transmitter uses a different initialization
vector for each package (this, however, is not required by
IEEE 802.11). When messages are transmitted with a single
origin, the beginning of each packet will be encrypted even
when using the same key. This would simplify the work
of hackers breaking the encryption algorithm. But as the
ICV is different for most packages, this problem is avoided.
This feature is fundamental to the security of your wireless
network.

B. Wi-Fi Protected Access (WPA)

WPA (Wi-Fi Protected Access) is a protocol for radio
communication. Also called WEP2 or TKIP [14] (Temporal
Key Integrity Protocol), the first version of WPA (Wi-Fi
Protected Access) emerged from a joint effort of members
of the Wi-Fi Alliance and IEEE members, committed to
raising the level of security of wireless networks even in
2003, fighting some of the vulnerabilities of WEP.

C. Wi-Fi Protected Access 2 (WPA2)

WPA2 or IEEE 802.11i was a replacement for Wi-Fi
Alliance in 2004 to the WPA technology, because although

it securely over the previous standard WEP, the Wi-Fi
Alliance was intended to make a new certificate for wireless
networks more reliable and also needed to continue the
initial investment on the WPA.

The IEEE 802.11i standard formally replaces WEP and
other security features of the original IEEE 802.11 standard.
Thus, WPA2 is a product certification available by the Wi-
Fi Alliance that certifies wireless equipment compatible with
the IEEE 802.11i standard. You can make an analogy that
WPA2 is the trade name standard IEEE 802.11i in Wi-Fi.

This used a protocol called Advanced Encryption Stan-
dard (AES) [15], which is very safe and effective, but has
the disadvantage of requiring much processing. Its use is
recommended for those who want a high degree of security
but can degrade performance of network equipment is not
as sophisticated (usually used in the household). You must
also consider that older equipment may not be compatible
with WPA2, so its use should be tested before final imple-
mentation.

D. BackTrack Linux - Penetration Testing Distribution

BackTrack is a Penetration Testing and Security Audit-
ing GNU/Linux Distribution. It has your installation and
compilation focused on the area of information security,
such as assessment and penetration testing on systems. It
can be launched directly from CD or removable media
without installing to disk. It is highly suitable for Pen
testers, Testers, Security Analysts, Network Administrators,
Auditors and other professional care, value and protect
the Security Companies. Within seconds, you will have a
complete system ready for your work.

BackTrack has a long history and it was based on se-
veral different Linux distributions nowadays is based on a
Slackware Linux distribution and the corresponding live-
CD scripts by Tomas M. [16]. Every package, kernel con-
figuration and script is optimized to be used by security
penetration testers. Patches and automation have been added,
applied and developed to provide an environment organized
and ready for the trip.

After arriving in a stable development procedure during
the last releases and consolidating feedbacks and additions,
the team focused on supporting more hardware devices,
and new devices, as well as offering more flexibility and
modularity by restructuring processes of construction and
maintenance. With the current version, most applications
are built as individual modules which help to speed up the
maintenance releases and patches.

Currently BackTrack consists of more than 300 tools
ready, different and updated, which are logically structured
according to the workflow of security professionals. This
structure allows even beginners find the related tools to a
specific task to be fulfilled. New technologies and testing
techniques are combined into BackTrack as soon as possible
to keep you updated.



Some new features of BackTrack 4.0 include:
• Kernel 2.6.28.1 with better hardware support;
• Native support for cards Pico E12 and E16 is now

fully functional, making the first distribution BackTrack
Pen testing to fully utilize the capabilities of these tiny
machines. Support for PXE Boot [17];

• SAINT EXPLOIT [18] - kindly provided by the corpo-
ration with a limited number of free IPs.

• Maltego 2.0.2 [19];
• The last patches mac80211 wireless injection patches to

it were implemented, along with several custom patches
for rtl8187 injection. Support for wireless injection has
never been so broad and functional;

• Unicornscan [20] - Fully functional support postgresql
database program logging and web front end;

• Support Radio-Frequency IDentification (RFID).
• Supports CUDA Pyrit [21].

III. EXPERIMENTAL RESULTS

A GNU BASH shell script was implemented to classify
the vulnerability levels of the security protocols (WEP, WPA,
WPA2 or another), if the protocol is WEP, so it indicates
a weaker encryption protocol, if the protocol is WPA or
WPA2 it indicates the protocol is stronger than the protocol
WEP. The protocol with encrypting TKIP/AES is classified
as stronger one.

To run the pen tests, at first, you need to record a live
cd/dvd of BackTrack 4.0 and do the following steps, where
the statements that are placed with capital letters require that
you replace with actual data of your network:

• Download the BackTrack 4.0 (BT4).
• Give Boot with BT4 and start the Graphical User

Interface (GUI) by typing the command startx.
• Open a Konsole and type the command airmon-ng. This

command causes remain in monitor mode. It is used
the command airmon-ng to capture the authentication
process of a customer’s network. It is based on using a
four-way handshake, where a series of four packets is
used to negotiate an encryption key between the client
and access point, which is then used to encrypt the
authentication process.
Naturally, it captures the sequence of packages to
discover the passphrase of the network, but it offers the
possibility to run the brute force attack, trying various
possibilities until you find the correct key.

• Type the command airodump-ng INTERFACE. Where
the interface is usually wlan0. The airodump-ng tool
captures packets from a wireless router.

• Type the command airodump-ng mon0. This command
causes it to search the networks around you.

• Type the command airodump-ng -w logrede channel
x INTERFACE. Where x is the channel used by the
focused access point. This values changes depending
of the number network channel. And logrede is the

file name where will be recorded the captured packets;
thus, it will generate a file logrede.cap in the current
directory.

• In another terminal, run the command aireplay-ng-
deauth 1, specifying the MAC address of access point
(-a) and MAC address of the client is disconnected (-
c), as in: aireplay-ng deauth 1 -a 00:50:50:81:41:56
-c 00:19:7D:4C:CA:07. This command causes your
Personal Computer (PC) to send a faked package to the
access point, simulating the process of disconnecting
the customer specified. Mistaken by the package, the
access point disconnects the client, which causes it to
re-authenticate then a process carried out automatically
by most operating systems. With this, the authentication
process will be recorded by the capture started at
another terminal.

• Wait until the information reaches near (more or less)
to 30000.

• Type the command aircrack-ng logrede.cap INTER-
FACE.

At least, you have managed to access the network from
its target, but you have to wait least by 10000 packages to
get the password.

The procedure above works for a WEP protocol, for a
WPA/WPA2 protocol is necessary to follow the bellow steps:

• airmon-ng stop wlan0.
• airmon-ng start wlan0 6. Where 6 is the the channel

used by the focused access point.
• airodump-ng -c6 -w wpa wlan0. And wpa is the file

name where will be recorded the captured packets;
thus, it will generate a file wpa-01.cap in the current
directory.

• aireplay-ng -0 1 -a 00:0D:88:F1:61:B4 -c
00:1E:C2:A9:C5:39 wlan0. It is necessary to wait to
capture the handshake.

• aireplay-ng -0 1 -a 00:0D:88:F1:61:B4 -c
00:1E:C2:A9:C5:39 wlan0.

• aircrack-ng -0 -w wordList.txt wpa-01.cap.

WPA/WPA2 supports many types of authentication be-
yond pre-shared keys. Aircrack-ng can only crack pre-shared
keys. There is another important difference between cracking
WPA/WPA2 and WEP. This is the approach used to crack the
WPA/WPA2 pre-shared key. Unlike WEP, where statistical
methods can be used to speed up the cracking process,
only plain brute force techniques as attack, that can be
used against WPA/WPA2. Because this it was used the file
wordList.txt, a dictionary word.

The only time you can crack the pre-shared key is if it is
a dictionary word or relatively short in length. Conversely, if
you want to have an unbreakable wireless network at home,
use WPA/WPA2 and a 63 character password composed of
random characters including special symbols.

The impact of having to use a brute force approach is



substantial. Because it is very compute intensive, a computer
can only test 50 to 300 possible keys per second depending
on the computer CPU (Central Processing Unit). It can take
hours, if not days, to crunch through a large dictionary.

There is no difference between cracking WPA or WPA2
networks. The authentication methodology is basically the
same between them. So the techniques you use are identical.

The Figure 1 shows ARP spoofing where the traffic meant
for the gateway is actually going to be directed to our MAC
address.

Figure 1. ARP spoofing.

The Figure 2 shows the result of the program aircrack-ng,
the decrypted key of a WEP protocol.

The time necessary to have discovered the WEP protocol
was almost 4 hours using a Athlon XP computer and almost
1 day to decrypt a WPA/WPA2 in the same computer.

The bash script used to classify the vulnerability levels
of the security protocols indicated a grade 1 to the WEP
protocol and grade 2 to the WPA protocol.

IV. CONCLUSIONS AND FUTURE WORK

Is is seen that the WEP and WPA/WPA2 must not be
configured in an access point because your fragility and it
is recommended that it must use a DES/TKIP encryption.

The bash script used to measure the vulnerability levels
of the encryption protocol indicated a grade 1 to the WEP
protocol that is considered the weaker one, it was broken
using a alphanumeric dictionary, it is a simple attack. The
WPA/WPA2 classified as grade 2 is considered a little
more secure, but is considered a weak protocol too. The
DES/TKIP is classified as grade 3, a strong protocol that is
more secure than the others.

Figure 2. Decrypted key.

The bash script implemented helps the administrator to
have basic control of the protocols used in your network,
working as a security check-list.

For future work, it will be analised another encryption
protocols and it will be studied ways to detect intruders in
a wireless network.
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